C-V2X usage and China Protocols with CANoe .Car2x

Analysis, Test and Simulation of V2X-based System
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C-V2X Overview VECTOR >

Motivation

C-V2X: LTE-PCS5 link — direct communication between vehicles/infrastructure on cellular standards

» Active road safety : Driving assistance - Cooperative awareness, Driving assistance - Road Hazard
warning

» Cooperative traffic efficiency: Speed management, Cooperative navigation
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The Tool for Development, Analysis, Simulation and Testing of V2X Applications
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C-V2X Overview

C-V2X/DSRC Test System Overview
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Physical Layer

C-V2X Support

Since CANoe .Car2x 14, C-V2X is supported.

The C-V2X mode can be activated in the Options dialog.

This is necessary to start the decoding of the protocols with the C-V2X physical layer.

E@ CANoe Options

[Measurement
Bus Systems / Protocols

Bus Systems
J1535
Dizgnostics
AFDX
Ethernst

#

Carax.

Please note:

Physical Layer
Technology: C-NWZ¥ PCH w
Station Manager

Assign packets to stations based on
(®) Signer Hashed|d® and Source MAC Address

() Source MAC Address
() Signer HashedId®

It is not possible to configure the networks as

802.11p and C-V2X in one measurement configuration.
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Detail View B
Time “
i{General
[l C-V2X Data Link Layer
Source L2ID: 000002
Destination L2ID:  broadcast  FFFFFF
Payload
B C-VZX Layer
Message Family:  GB/T 31024.3 - Adaption Layer 04
Payload
= Adaption Layer
Protocol Type:  DSMP - 04
Payload 1
- DSMP - DSRC Short Message Protocol
Version: 0 00
Option Indicator: 0 0o 4
Reserved: 0 00
Application Identifier 111 6F
Length: 71 bytes 0047
Payload
VZX Sec - China V2ZX Security 2020
[l CSAEDD33_MsgSet:BasicSafetyMessage
frameType:  bsmFrame 0
= bsmFrame
msgCnt: 104 68
id: 000000 0000000002 000000 0D 000000 02
secMarke 0 0 r
w

[
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Supported of Rohde & Schwarz CMW500

» The R&S CMWS500 and CANoe .Car2x can be connected to have an end-to-end scenario-based test
solution

> Test focus is on physical layer and C-V2X performance

» In the Vector knowledge base the according configuration can be downloaded

https://kb.vector.com/entry/1648/



https://kb.vector.com/entry/1648/

VECTOR >
Supported Interfaces

» Generic UDP Interface

» Socket Communication — inject V2X data frames in CANoe

> Programming Example included in demos shows how to inject packets from other sources

> Usage of C2xDispatchPacket (...) function to inject V2X frames from any source

ES CANce Options X
Meta Data C-v2X Payload
Measurement ¥ Physical Layer 2
User defined |Message Family |Region Specific C-V2X Payload B Sysems Proocols A || 1 S
Bus Syst
{} B‘ft es 1 B\fte n B Ytes- J:;;s e Station Manager
""""" Diagnostics Assign packets to stations based on
' AFDX (®) Signer Hashed|d8 and Source MAC Address
Ethernet () Source MAC Address
M—| () Signer Hashed|d8

» Advantage

> Possibility to connect any device or external software to CANoe



11

Support of Autotalks Craton2 EVK for C-V2X (PCS5 Link)

» Connected via Ethernet

» Integrated in CANoe/CANalyzer .Car2x
F 4 - PP-HBEH E -

Analysis Simulation Test Diagnostics & XCP Environme

PGB e e Gen B T A —— \

Sl \ 4 == = e )
Ta Ts M - LN =
e e Channel Channel  Metwork VX onfiguration Contral  Tools Configuration Diagnosis  Med

Mapping Hardward\  Hardware

» V2X Hardware Button in Ribbon Bar is shown when C-V2X Technology is activated

Channels VT System For EtherCAT

» The Autotalks devices can be detected in the network when according firmware is installed

W2 Hardware Configuration

o —— /\

Available Devices

Identifier, Device Type  IF Mgdress Interface Radio Cha... Bandwidth Tx Power DataR... RadioMaAC Id Application Channel S5
o | autotalks [192.195.1.198 1 184 10 30 10| 00: oo;on:00;00Y, | Ath 1w |

Use [Search Devices] ar [Add...] to fill list with available Devices. Then aszsign an application channel to the designated interface.

Add... Remove Shutdown
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VECTOR >
Option .Car2x

» Enables a wireless "network" for CANoe

» Receiving and sending of 802.11p WLAN packets
> Support of multiple 802.11Tp WLAN radio channels
> Use of Vector VN4610
» Receiving and sending of Cellular-V2X (C-V2X) packets
> LTE/4G or 5G mobile communication (3GPP Rel. 14 Mode 4 (PC5))
> Use of third-party C-V2X devices
» Protocol interpretation of ITS relevant protocols
> Supports the relevant Chinese, European and US standards
» Secured Packets interpretation and validation
> Handling of certificates and private keys

» ASN.1 support for improved signal interpretation
» Map Window to visualize spatial aspects of driving scenarios and infrastructure data

» Testing of Car2x scenarios by setting up an environment simulation
> Interaction Layer (IL) for easy configuration of V2x communication
> Car2x Scenario Editor to setup V2x scenarios by help of a GUI
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Option .Car2x
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VECTOR >
V2X China Protocol Stack

Supported Chinese V2X Protocols Detail View o 2
- Time 2
» C-V2X Data Link Layer 2 S
= C-W2X Data Link Layer
. Source L21D: Q00002
> MeSSOge FGmlly GB/T 31 0243 Destination L2ID:  broadcast  FFFFFF
+- Payload
. = C-W2X Layer
> AdOpthn LGyer Message Family:  GB/T 31024.3 - Adaption Layer 04
+- Payload
» DSMP (DSRC Short Message Protocol - GB/T 31024.3) 7 Adaption Layer
Protocol Type:  DSMP 04
. . - . +-- Payload 4
Network layer and application layer specification. - DSMP . DSRC Shart Message Protocol :
Version: 0 0o !
» Security Header (incl. signing + verification) Option Indicator: 0 w0 1
Reserved: 0 00
+- Application ldentifier 1171 &F
» Support of T/CSAE 53-2017: C-ITS Application layer Length: Tlbytes 0047
+- Payload
specification and data exchange standard (message set). + V2X Sec - China V2X Security 2020

= CSAEDD53_MsgSet:BasicSafetyMessage
frameType:  bsmFrame 0O

= bsmFrame
msgCnt: 104 62
id: 0O OO 000000000002 OO0 O0 QD00 00 000002
W

sechark: O 0
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Feature Overview - Simulation

» Overview how the various components interact with each other:

X BREAR K

‘Scenorrio Editor

Q

Position data

Events

Attributes

CANoe .Car2x with
Car2x Scenario Manager and
simulated network nodes

Certificate Manager

Cetficate Manager

[ Use password to secure private keys

Change Password

Car2x Database

o By @

~
Node name:
DuT
Originator address (hex)
02:00:00:00:00:01

v
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Protocol data
Stack behavior

Certificate name

Name Hashedlds Is Trusted Certificate  Type
\Viector Demo RootCA  6AD1D77A19869419 Root (IEEE 1609.2-2... A 4 EU_AppiMsg
Vector Demo PCA C9B00CCEBE901D48 O Pseudanym (IEEE 16... 4 B Network nodes
DuT (1) 5226D7AD9ED7353A O Pseudonym (IEEE 16... 4 @ pur
DuT (2) 969970B5C4570294 [m] Pseudonym (LEEE 16... 4 [ Tx Messages
DuT (3) 4CE9BFE1TFF35437 [} Pseudonym (TEEE 16... = cam
SimCarEVA (1) 3EDFIB474FF SCES O Pseudanym (IEEE 16... » B SmCarEEBL
SmCarEVA (2) 123E6ACS3 1859DAD O Pseudonym (IEEE 16... » @ SmcarEva
(TEEE 16... » B SmRsuRWW
m ((EEE 16.. Smdmm -
m (xls - Attribute
.« (o m(EQ 6. ¥ 4 B Noglf Attributes
° t 'F t o tock vaises
Certificates i
Use GNSS Sysvars o
=] Message Sending
. 5 StartNode On
* Private Keys = suwn
=) Vehide Length [d] °
5] Vehidle width [dm]
5 station Type
o
4 -0 B -HB B - Car 2xSystem.cfg [Simulated
Home  Analyss  Smuaton  Test  Disgnostics &XCP Environment  VWardware  Took  Lay ~ @
v R I | =
Symbol | System  Symbol  Start  Comple Documents Tool Licensing Scenario
Explorer  Variables Mapping Values  AllNodes Coupings ~ Manager
Symbols More 12
T Car2x Scenario Manager 2 Simulation Setup
[ Fle =
= ¢ Networks
ario
=45 WLAN Networks o ) e
ar2xSystemScenario E 5 cardx = oo samin
7B Nodes I ) /e
DuT
E1)_AppiMsg: DuT « B SimCarEEBL .
- B SimCarEVA Pl
EU_ApplMsg::SimCarEEBL T smrar... i
EU_ApplMsg::SimRsuRW W 3 simRsuTL | ‘
£1)_ApplMsg: :SmCarEVA B Interactve Gener
- Replay blods = e
=1+ @ Databases bee Bl
@ e
i EU_tppiisg e P
x Channels
« enariohC n < > | {0 L, carax
Setup  Overview  TrafficLight Emergency Flectronic Brake Light  Road Works Warning  Emergency Vehicle Approaching  Certificates (] 4P
| =] D:00:00:00 ~
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V2X China Protocol Stack - Database

Features related to Chinese protocol stack

» Database for application messages (BSM, MAP/SPaT, etc.) available in Demo

» C-SAE 0053, Draft from 09-2020

» The Car2x Interaction Layer can be configured for the Chinese protocol stack.

@ Carax Network Explorer - CSAED0S3_MsgSet, xml

T EH 2ma @
4 CS5AEDD53_MsgSet
4 B network nodes
4 B sasicNode
Pl Ig Tx Messages

[=; BasicSafetyMessage

[= MapData
=] RoadsideSafetyMessage
[ sPAT
[= RoadsideInformation
4 [=] Messages

[ BasicSafetyMessage

[= MapData

[ RoadsideSafetyMessage

[= sPAT

[=l RoadsideInformation

¥}

| Attribute Value
4 [3 General Attributes
& send Type CydlicIfActive
& cyde Time 100

B Certificate Name
B certificate Signer Type  Certificate
B Certificate Send Time M3 1000
B certificate Matching
B certificate Change Ti... 5
4 [ stack attributes

PRER

= protocol Type 4
4 3 dsmp

= Version 0

C | —

Name
@ frameType
4 @ bsmFrame
@ msgCnt
¢ id
@ secMark
@ timeConfidence
i @ pos
@ lat
@ lon
@ elevation
d 9 posAccuracy
@ semiMajor
i semiMinor
@ orientation
4 O posConfidence
@ pos
@ elevation
@ transmission
@ speed
@ heading
@ angle
4 @ motioncfd
@ speedCfd
@ headingCfd
@ steerCfd

CAPL main instance: l:l

Type
Integer
Sequence
Integer
OctetString
Integer
Enumerated
Sequence
Integer
Integer
Integer
Sequence
Integer
Integer
Integer
Sequence
Enumerated
Enumerated
Enumerated
Integer
Integer
Integer
Sequence
Enumerated
Enumerated
Enumerated

[JHide subtrees

Range
[0..15]

[0..127]
[8..8]
[0..65535]
[0..33]

[-5000000...
[-1799999. ..
[-4096..6...

[0..255]
[0..255]
[0..65535]

[0..15]
[0..15]
[0..7]
[0..8191]
[0..23800]
[-125..127]

[0..7]
[0..7]
[0..3]

C:Wsers\Public\Documents\Wector\CANoe \Sample Configurations 14.0.83\Car 2x\Car 2x_CN\CV 2xTemplate-CSAEN053\DataSources\CSAEDDS3_MsgSet. xml

Format

0.00000...
0.00000...

0.1m

0.02mfs
0.0125

Initial Value
1]

VECTOR >
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V2X China Protocol Stack — Event visualization

Features related to Chinese protocol stack W —

fy Car2x Stack API

» BSM as well as MAP/SPaT are visualized in the Map Window automatically.

£y Packet API
. . . . fy Car2x IL API
» Events will be interpreted in Trace Window e
fyx General
& Scenario [ Trace - 0O X jx Station API
Scenaro B = e E xR0 a A |[Serch V[ A e = R = A L TRWAN - v fy Scenario API
-_Starl -‘m Time Chn Dir  Originator Mede  Protecol Event Info Protocol Info & :
- am{ BT A T : AEN. T defined fx C2xIsScenarioStarted

@ () Emergency braking directly ahead - EE 13.500283 Ath 1 Tx RV1

fy C2xLoadScenario
fy C2xStartScenario

B £y C2xStopScenario
< > v £ % Security API

O (b) Emergency braking in the same lane

% Map Window Window Sy C2xSecCertificateCreate

E i:: Qcﬂ‘; a - Na:ff' : ? Synchronization fy C2xSecCertificateGetHandle

p b Bl | % GNss1-wN4610 FIEE fx C2xSecCertificateGetHashedIdd
- fx C2xSecCertificateGetName
1 | Eg |HardBraking £y CZxSecCerﬁﬁcateGetSignerHandle

£y C2xSecCertificateGetSignerHashedIds
Sy C2xSecCertificateGetStatus
fx C2xSecCertificateValidAppSspBitmap

Hard Braking — ——  duvorageur
Name ;NSS]-V"MSIU S itﬁﬁ — fx ChSecCertiﬁcateValidIdentiﬁecRegion
S } ‘ o wﬁ . R Iy C2xSecPacketGetSignerHandle
Latitude [7] 0 = - T opEn W [+] 5 i
Longitude '] 0 ™ 8 EEE Sy C2xSecPacketGetSignerHashedIds
Bt 5 fx C2xSecPacketGetSignerType
e ’ f. C2xSecPacketGetStatus

£y C2xSecPacketlsSecured
fy C2xSecPacketSetSignerHandle
£y C2xSecPacketSetSianerType

200 ft

O—r® e
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Feature Overview - Security

» Chinese Security
» Validation of received frames ( security header)

» Signing of generated frames

» PKI Creation (CANoe 14 SP2)

% Car2x Certificate Explorer - 0O X
o . .
> S e C U r I ty ( :A P L -F U n Ctl O n S | I b rG ry MName HashedIds Type Signer HashedId8 Status Field Value Raw Value
= G‘ Vector Demo Root 1,21 3051E4F202026E19 Root CA 3051E4F202026E19  Valid (Root CA Certificate) version 2 2 -
BO‘ Vector Demo PCAC 05257BC2ZAGTASCDD  Authorization Authority 3051E4F202026E19  Valid (Root CA Certificate) [=)- signer_info

: 0‘ Vector Demo ITS PC Valid ~ 8FEACD7581F6BC3A  Authorization Ticket 05257BC2AE7ASCDD  Valid (Root CA Certificate) certificate_digest_with_shalse 1
@' Vector Demo ITS PC Invalid 08FSE7I0FE4BADS4  Authorization Ticket 05257BC2ZASTASCOD  Invalid (Pseudonym Certificate has wrong signature) digest D2 90 DB F2 8B 8A 6F B4 D290 DBF2 ...
16A3323858011FB52  Authorization Authority Unknown (Pseudonym CA Certificate) [=)- subject_info

» Certificate Explorer

ASG85A0DDSEBCE10  Authorization Ticket 16A332858011FB52  Unknown {Pseudonym CA Certificate) autharization_authority 2
E7BA14723C065728  Authorization Ticket 16A332858011FB52  Invalid {Pseudonym Certificate has wrong signature) Vector Demo PCA 56 6563 746...
[=)- subject_attributes
E| [0] verification_key =
. type verification_key [v]

... 2lgorithm ecdsa_nistp256_with_sha256 1]
public_key

assurance_level
its_aid_ssp_list

time_start_and_end

time_start_and_end 1

UTC+0 2016-03-01 00:00:00 16E17334
UTC+0 2018-02-28 23:59:59 1AA3DFB4

[=- signature
i lgorithm ecdsa nistn256 with sha2se 0

0201D2500BF28B8A6FB4020F566563746F 722044656D6F 2050434 1480000047 -
448B87DFBY1220FDCEBATNS488841EBASTAGEIEABEFBFFIBTFESBEIC233AD
BIDDABCC406837612855654CAT7A0DEBDAAE21 79B21C27D3E16D7ICEICDB
7A3BABDZEDZ10424002500030116E178341 AAIDFE4000051AET4D5532DB3C4
AD7858603E843021178E667D 0436 385644624014 2BAE246C46CAB3D5E2F34
0DBE7E7ENGESAFSBE25E75868F635B533D3C4F68AD2EC2ZACES -

Valid: 3 Invalid: 2 Unknown: 2
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Visualization of infrastructure-related application messages

» Automatic visualization of MAP and SPaT in the Map Window

» Content is automatically visualized.

» Vehicle ingress and egress lanes are differentiated by color.
» Traffic light signals are visualized.

» Tooltips and Detail view provide further information.

» Synchronization with other analysis windows can be used as well.

VECTOR >
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Predefined Scenarios

Features related to Chinese protocol stack
» The Scenario Editor can be used as basis for scenarios.

» Predefined scenarios are available as separate CANoe configurations

B DEA @ @ EBW (a) - Emergency Brake Warning - Vector Car2x Scenario Editor -0 x
h ] A Car2x - CN (GB/T, CSAE)
Bor mEmR 2R OB C aq
MW o cmene | MM Bt Renve  New  Remove Import  Exort | Zoomtofit Zoomln Zoom Out I} Basic Conmector (CV2x)
Scenario Routes Stations Tools Map .
E—— Y [# Template Configuration CSAEDDS3 (CV2x)

D’ Scenario AVW — Abnormal Vehide Warning (CV2x)

4 [ HVRVRoute 1

: e '.‘  . . D’ Scenario BSW, LCW — Blind Spot and Lane Change Warnings (...
'.“;‘L D’ Scenario CLW — Control Lass Warning (CV2x)
% e [ Scenario DNPW — Do Not Pass Warning (CV2x)
 | \ D’ Scenario EBW — Emergency Brake Warning (CV2x)
 | '-‘ 8 ﬁ' Scenario EVW — Emergency Yehide Warning (CV2x)
B “" — 0 e ' |} Scenario FCW — Forward Caollision Warning (CV2x)
e st on L -0 [ Scenario GLOSA — Green Light Optimal Speed Advisory (CV2x)
E’,’, " ;I‘ e D’ Scenario HLW — Hazardous Location Warning (CV2x)
:;ﬂpms - x. | | ﬁ' Scenario ICW — Intersection Collision Warning {(CV2x)
. o : ‘ '; D’ Scenario IVS — In-Vehide Signage (CV2x)
e omk: 609 O—1-® it [ Scenario LTA - Left Turn Assist (CV2x)
E':a::i:w :-mo:o:o e - . |} Scenario RLVW — Red Light Viclation Warning (CV2x)
Fen 31:214912 D’ Scenario SLW — Speed Limit Warning (CV2x)
Longe P D’ Scenario TIW —Traffic Jam Warning (CV2x)
Lot . . [ Scenario VRUCW — Vulnerable Road User Collision Warning (CV...

Name
Unique Name of the object
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Car2x Scenario Editor

» Car2x scenario editor provides GUI to easy and fast configure a traffic scenario
» GUI to create routes and ITS stations on a map
Configuration of speed and position of the ITS stations
Timeline Window allows to scroll to a specific time or waypoint

>

>

» Attributes allows to configure scenario specific behavior
» Key points to define values of attributes at a specific time
>

Moving a defined scenario to any other location during runtime

Scenario & X m
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Car2x Scenario Manager

» Car2x Scenario Manager imports the scenario file, which has been created by
means of the Scenario Editor.

» Car2x IL can access the scenario data
> Scenario nodes are automatically mapped to database nodes
> Automatic assignment of scenario data to Car2x application messages

» GUI provides controls to start and stop the scenario or start it automatically
on measurement start.

@ Car2x Scenario Manager

VECTOR >

= (7] @
» Specific Nodelayer functions available e

Name: Car2xTestScenario

> To start and stop a scenario from CAPL

. . Mame
> To access the configured scenario data b B SAE12735 MsgSet::EEBL_Stimuiator
> To load additional scenario project files 13 saE12735 MsgSet::DUT
. . . oy . B sAE12735_MsgSet::Collisionvehide_Stimulator 1
> TO move eXIStlng scenario to On)’ pOSItlon E. SAE12735_MsgSet:: CollisionVehide_Stimulator2
worldwide with a conﬁguroble heoding B SAE12735_MsgSet::Parking

> Callback functions which are called if
keypoint changes or scenario status
changes
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Virtual Test Driving with DYNA4

(] /'
Test Design with vTESTstudio

Driver Model

Closed-Loop Test Execution in CANoe

CANoe Car2X DYNA4
Remaining bus ‘

] 9 System Vehlcleand S
simulation el environment simulation

* * |F " Vehicle Model
21 ] (cos | m—

Actor signals Sensor signals

V2X System Environment Model
’i & AUTOSAR
a5 :::ROS
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CANoe with DYNA4%

Z - »m-BA KB * ADAS_System_DYNA4.cfg [Simulated Bus] - Vector CANoe foro
Home Analysis Simulation Test Diagnostics & XCP Environment Hardware Tools Layout ~ °
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T 4 E . E Eme i o T
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Distance 29.41m <
Length 5.03m
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Sensor providing Analysis of
detected objects @ Osl detected objects

O Trace
B @ EEEA xR0 s BE S A8 e = L B A L B
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| 4] 28.440000 DO: LRRadar 77GHz.sensor_info ADAS::Sensorinfo 3 Sensor Senso.
izd | 1] 28.440000 DO: LRRadar77GHz.GetDetectedObjects byte] Sensor Senso,
(=] 28.440000 DO: LRRadar 77GHz.GetDetectedObjects byte] Sensor Senso.
& (7) ReturnValue
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@ M [1): Detected_id_103_by_LRRadar77GHz
@ ") [2: Detected_id_104_by_LRRadar77GHz
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Brake Pressure [Bar] : : _ ' Speed [km/h] / Engine Speed / Gear
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Steering Wheel Torques
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Real Driving tests

» Start a scenario at the current position

of your real V2X vehicle.

. )))

(1) EesL (((
@& o

Real Sim
V2X Vehicle V2X

ulated
Vehicle

» Upgrade a normal vehicle with V2X functionality.

Gy +

Normal C-V2X HW +
Vehicle

(D)
Gy

CANoe.Car2x V2X Vehicle
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Vector ECU Testing tool chain

www.vector.com/ecu-test

-
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Support@cn.vector.com

+86 21 - 22834670
kevin.fan@vector.com
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