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The next battlefield:  
sky & space
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Broken 
cables

Signals are 
under attack
Taiwan has about 15 international 

submarine cables, 7 of which are 

broken.
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The invisible  threats 

exist in war
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and natural disasters
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Satcom under pressure
Challenges & Solutions
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Resilient satcom architecture

High-speed 
Satellite Transceiver

HyperSDRPlusSDR

SDRspace

Feeder link
Service link

Software-Defined 
Radio Platform

CubeSat 
Communication 
Payload
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The answer is right here.
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LEO payload:
Where the challenge lies 

Verification
Integration

Weight

Environmental test

Heat dissipation Size
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Satellite communication 
payload

SDRspace

▪ X / Ku

▪ Ku / Ku

▪ K / Ka
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Launching 2026
to secure our flight heritage
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Satellite communication 
payload

SDRspace
TM

High-speed satellite transceiver

HyperSDR

2.4 Gbps
ultra-fast

throughput 

per channel
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TASA 1B LEO Communication Payload
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Successfully decoded signals from 

TASA’s Formosat-5.

Mission-Proven
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But what about here on earth? 
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UAV missions under threat
Challenges & Solutions
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Challenges 
for UAV communication payload

Specification

Distance
Size

Jamming
Heat dissipation

Weight

Interference
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GPS

COFDM Video 
5.8 GHz, 4.9 GHz

UAV Control
2.4 GHz, 5.8 GHz, 915 

MHz, 433 MHz

GPS
1176.45 MHz, 1227.6 MHz, 

1575.42MHz 

Ground control station

COFDM Video 
5.8 GHz, 4.9 GHz

UAV Control
2.4 GHz, 5.8 GHz, 

915 MHz, 433 MHz

How UAVs operate

UAV
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When UAV signals 
face jamming
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The handheld jammers example

Source: Forces News
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Counter-UAV systems
From individual to system-level equipment

High-power RF amplifiers for close-range, rapid response 

scenarios

Fixed/Vehicle systems
High-power transmitters integrated with radar, optical 

sensors for permanent security

Handheld jammers

10W-100s W5-10W
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UAV jamming & defense
Definition: Overwhelming target signals with high-power RF 
transmission, disrupting normal operations

Control link 
disruption

Video feed 
interference

Operator loses first-
person view capability

GPS spoofing/
jamming

UAV loses precise 
positioning, causing 
navigation failure

UAV loses operator 
command authority
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SDRone 
UAV communication transceiver

Operating band
960 – 1215 MHz

Frequency switching 
30 MH – 6 GHz
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SDR-based 

Anti-jamming 

UAV communication

Taiwan’s first
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2024 US-Taiwan International Forum 

on Unmanned Vehicle Technologies & Application
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YTTEK : Wireless communication SDR expert

Satellite Ground Station Modem
• 400 MHz, 10M-15GHz
• CCSDS / DVB-S2
• Edge computing
• TASA Approved

Satellite Communication Payload

• X / Ku-Band 
• Ku / Ku-Band
• 0.6U (10 x 10 x 6 cm3) 

UAV Communication Module 

L-Band, ISM band

Dual band

HyperSDR SDRspace

SDRone Duo

SDR Platform

• 100 MHz, 300M-6GHz
• Matlab, C++, Python 
• compliance

SDR Platform

• 400 MHz, 10M-15GHz
• Matlab, C++, Python 
• compliance

SDR Platform

• 100 MHz, 300M-6GHz
• 134.7 x 86 x 45.6 mm, 270g

PluSDR PluSDR LitePluSDR

SATCOM

UAV

SDR

Platform

UAV Communication Module 

L-Band, ISM band

Singal band

SDRone Uno

UAV Communication Module 

Multiple band switching

SDRone Vario

UAV Communication Module 

L-Band, ISM band

Swarm, Ad-Hoc typology

SDRone Swarmio
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SDR 
Experts

▪ SDR powers our innovation

▪ 2026: Satcom payload launch 

— flight heritage secured

▪ TASA mission-proven satellite 

transceiver 

▪ Taiwan’s first SDR anti-jamming UAV 

communication transceiver



30© YTTEK Technology Proprietary 

Email : jiangson@yttek.com

www.yttek.com

Question & Discussion

mailto:jiangson@yttek.com
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