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WHAT IS GNSS?

» GNSS (Global Navigation Satellite System) is the standard term for satellite constellations
providing autonomous geo-spatial positioning with global coverage.

7 visible satellites
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Geostationary
Earth orbit

ORBIT INTRODUCE

» GEO Geostationary Earth Orbit L i Enth 4 . . e
) . ‘ Orbit : Ry / if/ E’i |
» MEO Medium Earth Orbit T A e ' N el
) 500 - 2:000 km, vy M : : :

» LEO Low Earth Orbit ) T G

Where do satellites operate ... N Geostationary Orbit .. Highly Elliptical
/ '+ 35,786 km above Orbit —40 000 km
the Earth's equator in apogee

e

» HEO High Earth Orbit WK

' : : : s : HIGHLY-ELLIPTICAL .
. 4 0, 4 : ")\ ORBIT
International Space Station e 7 o Y W

MEDIUM-EARTH -

Sub-orbital -
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ow-Earth Orbit

SATELLITE OVERVIEW

EO 300-2000km » Global Coverage « Traffic switching between StarLink, Iridium
* Low latency satellites
Large numbers of satellites
needed for full coverage

20 000-30000 km Global Coverage Traffic switching between GPS, Galileo, Glonass, SpacelLink
Predicable Locations satellites

35786km Stationary Ground Equipment Limited polar Coverage DirecTV
Can cover 1/3 of the Earth with a Large signal path loss MUQOS
single satellite Large Latency AEHF
Astra, Eutelsat, Intelsat

35786 above Polar Coverage Traffic Switching between SirusXM
Lower # of Satellites satellites QZSS
Variation in distance/coverage
Radiation in Van Allen Belt
Variable Latency
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Global Systems

GNSS SYSTEMS GPS( Global Positioning System)

GLONASS
(Global Navigation Satellite System)

BeiDou
(BeiDou Navigation Satellite System)

Galileo

Regional navigation satellite systems (RNSS)

QZSS
(Quasi-Zenith Satellite System)

NavIC
(Navigation with Indian Constellation) Nﬂiﬂc
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GNSS SPECTRUM

Lower L-Band Higher L-Band
L5/EB/B2/G3 12 G2 E6/B3 L1/E1/B1T Gl

¥ Gps BGalleo  ®Glonass BeiDou
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GPS (GLOBAL POSITIONING SYSTEM)

» Orbital Height : 20,180 km
» Orbital Period : 11h 58m
» MEO

GPS Signal Plan

Service C/A P(Y) M Code L5I, L5Q

Name

Frequency | 9 L1,L2 L1, L2 L5
Band

Center 157542 157542 1575.42 157542 1176.45 GPS
Frequency

6 Orbital planes
(MHz) 1227.6 1227.6 24 Satellite

Moduaton BPSK  BPSK ~ TMBOC BOC QPSK 55° Inclination Angle
Altitude 20,200 km
Code 1.023 10.23 1.023 5.115 10.23

Frequency

_ \ Pictures:https://inertiallabs.com/what-are-the-limitations-of-gnss/
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GALILEO

» Orbital Height : 23,222 KM
» Orbital Period : 14h 4m 45s

» MEO

Galileo Signal Plan

Service Name

Frequency E1
Band

Center Frequency (MHz) 1575.42

Modulation CBOC
Code Frequency 1.023
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E1 PRS
E6 PRS

E1, E6
1575.42
1278.75
BOC

2.5575
5.115

Eba, E5b

ES
1176.45
1207.14
AItBOC
10.23

GNSS introduction

E6

1278.75

Galileo

BPSK 3 O-'bfl.ll planes
27 Satellite

5.115 56° Inclination Angle
Altitude 23,616 km

Pictures:https://inertiallabs.com/what-are-the-limitations-of-gnss/




GLONASS

» Orbital Period : 19150 KM
» Orbital Period : 11h 16m
» MEO

GLONASS Signal Plan

Service Name

Frequency
Band

Center Frequency (MHz)

Modulation

Code Frequency
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G3l, G3Q
G3

1202.025

QPSK
1.023
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3 Orbital planes
21 Satellite
64.8° Inclination Angle
Altitude 19,100 km

Pictures:https://inertiallabs.com/what-are-the-limitations-of-gnss/




BEIDOU (BEIDOU NAVIGATION SATELLITE SYSTEM,BDS)

» Orbital Height : 21,528 km, 35,786 km
» Orbital Period : 12h 53m
» MEO, GEO, IGSO

BeiDou Signal Plan
Service Name B1C B1l B2a

Frequency L1 (B1) L1 (B1) L5 (B2)
Band

Center Frequency (MHz) 157542  1561.098 1176.45

Modulation BOC BPSK BPSK
QMBOC
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B2l B3l
L2 (B3) L2 (B3)

1207.14  1268.52 BeiDou
6 Orbital planes

BPSK BPSK 30 Satellite
55° Inclination Angle
Altitude 38,300 km, 21,500 km

Pictures:https://inertiallabs.com/what-are-the-limitations-of-gnss/




» Also knows as Michibiki (& 5T &)
» IGSO

GPS satellite
-=-

GPS satellite -=-

GPS satellite

RS

Interoperable with GPS
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IRNSS (INDIAN REGIONAL NAVIGATION SATELLITE SYSTEM)

» operational name: NavIC
(Navigation with Indian constellation)

» GEO + IGSO
» Since 2013

2020-05-05 00:00 IRMNSS
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AUGMENTATION SYSTEMS

SBAS (Satellite-based augmentation system)

Operational/certified Under development/definition
for civil aviation
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SBAS (SATELLITE-BASED AUGMENTATION SYSTEM)

Wide Area Augmentation System European Geostationary Navigation

(WAAS) Overlay Service

(EGNOS) E G N @ S

Northern America

Multi-functional Satellite GPS-aided GEO

Augmentation System augmented navigation
(MSAS) (GAGAN)
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HOW DO WE KNOWN THE POSITION?




HOW DOES GPS WORK

Distance = Speed x Time

Sp=cXAt=cX (t,—t;)

The Multi-Satellite Intersection / \

(Trilateration)

Sn = \/(xn = X)2+ O — ¥i)2+(2n — 2;)?
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WHY YOU ACTUALLY NEED A 4TH SATELLITE

receiver's clock is near accurate enough,
there would be exact time error

ni\‘;‘@':

A

f
ﬁ
f

g ®

(X4, Va, Za)ts) (x3, ¥3, 23, t3)
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WHY NEED MULTI-BAND GNSS?

< M
» Eliminating lonospheric Delay &@6} )

» Mitigating "Multipath Effects" in Urban
Canyons

» Achieving Centimeter-Level Accuracy
and Faster "Lock-On* Single L1

» Signal Redundancy and Anti- multipath
Jamming/Anti-Spoofing

L |

accuracy accuracy
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PRN (PSEUDORANDOM NOISE)

NAV data PRN sequence Encryption Subcarrier*

i rimm O-mO-m UL CACACE TASAFRTT

2+ |

Baseband signal
| QUL

Wi ——©

i i

0: modulation
# oz modulo 2 sum

Y |
GPS signal only for (M)BOC modulation
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Satellite-
generated code

CXJJ_LHILI_MI_—L

Code phase generated by

from satellite
N
|
RCVR
Receiver-generated
replica code

N g
J_IJ_U_U_UU_I_I—L

]
I
Receiver-generated I
I
I

1
1
Code arriving 1
|
|

replica code shifted
At seconds

satelllte at t; arrives At seconds later



NMEA 0183

» NMEA also known as National Marine Electronics Association

» Receiver output files or simulate past time and path

21

Rohde & Schwarz

GNSS introduction

$GPGGA,092750.000,5321.6802,N,00630.3372,W,1,8,1.03,61.7,M,55.2,M, , ¥76
$GPGSA,A,3,10,067,05,02,29,04,08,13,,,,,1.72,1.03,1.38%6A
$GPGSv,3,1,11,10,63,137,17,07,61,098,15,05,59,290,20,08,54,157, 30*70
$GPGSV,3,2,11,02,39,223,19,13,28,070,17,26,23,252,,04,14,186,14*79
$GPGSV,3,3,11,29,09,301,24,16,09,020,,36, ,, *76
$GPRMC,092750.000,A,5321.6802,N,00630.3372,W,0.02,31.66,280511, , ,A*43
$GPGGA,092751.600,5321.6802,N,00630.3371,W,1,8,1.03,61.7,M,55.3,M, , *75
$GPGSA,A, 3,10,067,05,02,29,04,08,13,,,,,1.72,1.03,1.38%6A
$GPGSV,3,1,11,10,63,137,17,07,61,098,15,05,59,290,20,08,54,157, 30%70
$GPGSV,3,2,11,062,39,223,16,13,28,076,17,26,23,252,,04,14,186,15%77
$GPGSV,3,3,11,29,09,301,24,16,09,020,,36, , , *76
$GPRMC,092751.000,A,5321.6802,N,00630.3371,W,0.06,31.66,280511, , ,A*45



GNSS on Modern Warfare

aoedg

Space segment
Satellites have sensors and other
equipment to enable missions such

as missile warning, intelligence,
navigation, communications, and
weather monitoring.

alaydsouo|

Launch segment
Launch vehicles and facilities
place satellites in orbit.

User segment .,
Users in the air, at sea, and on e,
land rely on equipment that
communicates with satellites to
perform functions such as
communications, positioning,
and timing.

alaydsodoui]

Ground segment

Ground systems perform functions such
as tracking and controlling satellites,
processing data the satellites provide,
and routing satellite communications.

Source: GAO analysis of Department of Defense (DOD) documentation. | GAO-20-80
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GNSS ON MODERN WARFARE

Precision Strike & Lethality

Situational Awareness & Force Tracking

Critical Tactical Timing

The NAVWAR Paradigm Shift
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Source:https://www.twz.com/land/u-s-striking-iranian-navy-ships-with-ballistic-missiles



THE NAVWAR THREAT

- Signal Masking
« Multipath
« lonospheric Scintillation

« Tropospheric Effects

« Space Debris or Meteorites

« Unintentional Jamming
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GNSS SPOOFING ATTACK
1/

« Brute-Force GNSS Jamming
« GPS Spoofing

« Russian GNSS Spoofing

Russian Black Sea Spoofing Activity
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HOW DO WE AVOID?
COULD WE SIMULATE THE GNSS SIGNAL?




MULTI-CONSTELLATION, MULTI-FREQUENCY

More than one
frequency band
(e.g.L1+L2)

More than one
GNSS (e.g.
GPS + Galileo)

GNSS: Simulation Monitor

Display

Sky View

- GLONASS
- BeiDou
- SBAS

D92
G20 ' s120 90°

“ 63 R23

S1 557 : «
E.B24 =
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GNSS FREQUENCIES INTHE L BAND

BeiDou H GPs H Galileo H GLONASS

R&S SMW200A



CONSTELLATIONS VS BANDS

Constellation L1 (E1) L2 (E6) L5 (E5)
CIA, P, L1C, P(Y)-Noise, C/A, P, L2C, P(Y)-Noise,
GPS M-Noise M-Noise L5
GNSS Galileo E1 OS, E1 PRS-Noise E6, E6BPRS-Noise E5a, E5b
GLONASS C/A, CDMA L1 C/A, CMDA L2 CDMA L3
BeiDou B1l, B1C B3l B2l, B2a
QZSS CIA, L1C L2C L5
RNSS
NaviC
EGNOS
WAAS
SBAS
MSAS
GAGAN

28 Rohde & Schwarz



POSITION AND TIME SIMULATION

» Position » Time
Static - UTC, GPS,
Moving — Leap second
Remote Control (HIL)

GNSS: Position Configuration — | X GNSS: GNSS Configuration

Waypoint File
[ e Munich.Car. Motion.xtd Systems & Signals i Receiver |Satellites | Atmosphere | Noise / CW !n(erferer

60
Trajectory Length / Duration 4 o 2 Simulation Start: Date Time o SetCurrentTme
3.983 km / 560.220 s UTC 2020-01-15 07:36:47.000
REadotiiode g A Auto Configure Leap Second
Cyclic (restart after last point) ‘ 30 (Ref. 1980) ¢ P
Reference Frame # 60 Leap Second Transition Date 9
WGs-84 2016-12-31
rzs'osr:" Baef:;v;:our Leap Seconds before Transition - At,s
47
Attitude Behaviour Leap Seconds after Transition - Atie 2
18
Additional UTC Parameters ...
-600 -400 -200 200 400 600 800 1000 1200 1400 1600 1800 2000
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SV CONFIGURATION

1.389 225 000 000, -/4.33 @n| -102.5 6om

State -m Present in Constellation Healthy
4

Vv

Power Offset Add Power Path-Loss
0.00 dB

[aand Signal State Signal Power Signal  Primary Secondary Nav Msg Nav Msg  Nav Msg

Offset (dB) Component Code Code  Control Type  Content
State v State u v C/A 0.00 Data v Auto LNAV
2 v L2C -1.50 Data v Auto CNAV
Power Offset Power Offset
-6.00 dB Pilot v
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REAL-WORLD SIMULATION
(ATMOSPHERE)

» Tropospheric Model
STANGAG
MOPS-DO-229D

» lonospheric Model
Klobuchar
NeQuick
MOPS-DO-229D
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GNSS: GNSS Configuration

Systems & Signals Satellites Atmosphere Noise / CW Interferer _

Tropospheric Model lonospheric Model

MOPS-D0-229D MOPS-DO-229D |

= | View Type
Vertical Delay
Legend:‘I

9
[17.1
EMB152
=13
©
OB

: | o
-20°- | { 8 =76

£ —57
4l ‘ ‘ E 38
1.9

' 0

150° -180° -150° -120° -90°  -60° -30° ©0°  30°  60° “Not Monitored

GNSS: lonospheric Grid (Model NeQuick) _ X

13:00:00 - 13:16:00
Insert Pageml Delete Pageal
= | Legend:
H e
l7.2
6.4
E—s.e
F—48
8 _4
8839
T
QMo
1.6
0.8
: . : " ” " " . " - " " 0
-180° -150° -120° -90° -60° -30°  0°  30°  60°  90° 120° 150° =Not Monitoré
Longitude Latitude GIVEI @' Vertical Delay L N
0° ) o) 0 (0.3m|0.0081m2) 4.900 -



REAL-WORLD SIMULATION (NOISE/ INTERFERE)

. GNSS: GNSS Configuration — X
» Noise, Interferer
— Additive Noise L R

State
— CW Interferer r— o
Additive Noise |
Carrier/Noise Density Ratio - C/N,
50.00 dBHz
| Reference Power (Carrier) T Edit
B -120.00dBm | " |
Noise Config A Edit
Manual |
— X
Bandwidth
75.000 0 MHz
Center Frequency
1.575 420 000 GHz m(e;u)
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DILUTION OF PRECISION (DOP)

A g

Rohde & Schwarz

o*

<&

HDOP

VDOP

PDOP

TDOP

GDOP

Horizontal DOP
Vertical DOP
Position DOP
Time DOP

Geometric DOP



TESTING

» TTFF (time to first fix)

» Positioning / Velocity Accuracy
» Receiver Sensitivity

» C/No (Carrier to noise density)
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TTFF TIME TO FIRST FIX

Cold Start Warm start Re-Acquistion

» No valid ephemeris, almanac » Valid almanac and time data.
or position data.

<32s
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POSITIONING / VELOCITY ACCURACY

Horizontal / Vertical Accuracy Dynamic Velocity Accuracy

» HDOP » Velocity Error (RMS)

» VDOP » Heading / Course Accuracy
» Max Dynamics

» Horizontal accuracy : 1~2.5m » Latency (RT)

» Vertical Accuracy : 2~5m

36 Rohde & Schwarz



SENSITIVITY

*

1. Base Power

®

2. Satellite EIRP

~27W Output

+44.3 dBm

+13 dBi Antenna Gain

+57.3 dBm

37 Rohde & Schwarz
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3. Space Path Loss

23,000 km Divergence

102

4. Earth Surface

With Atmospheric Loss

<-130.1 dBm




CARRIER TO NOISE DENSITY

A

38 Rohde & Schwarz

C/N, Range

40 - 50 dB-Hz

30 - 39 dB-Hz

20 - 29 dB-Hz

Quality Level

EXCELLENT

ACCEPTABLE

LOSS OF
LOCK

Receiver Impact

Optimal sky conditions. High-
precision carrier phase tracking.

Typical urban edge/tree canopy.
Higher position jitter.

Demodulation of Nav Data
becomes difficult. High risk of
loss-of-lock.

Signal is buried in noise. No
positioning possible.




CRPA

CONTROLLED RECEPTION PATTERN ANTENNA




GNSS ATTACK

» Jamming
Inject interference signal

» Spoofing
Inject fake GNSS signal

Electronic Attack!
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NORMAL SCENARIO

SV3

» Receive all real . SV4
satellite signal. SV2 O

RX

SV1

® SVo
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GNSS ATTACK

» Jamming or spoofing signal
from enemy.
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SV2

SV1

SV3

SV5



GNSS PROTECTION

» Do NOT receive the Jammer’s
signal

» But how?

Electronic Protection!

43 Rohde & Schwarz

SV3

SV2 Jammer e .

RX "

SV1

. SV5



APPLICATION
PRODUCT

44 Rohde & Schwarz

PMW/A170 GPS Anti-jam (A/R NAVWAR)

« Counters significant intentional Global Positioning System (GPS)
jamming threat and blue-on-blue interference

« Utilize common solutions when possible and participate in joint procurements for
quantity savings

Dle?fwonstrating smaller GPS anti-jam systems with SPAWAR for space constrained

platforms

GAS-1 GAS-1N CRPA ADAP C-CRPA MAGNA

- Basic AJ . Basic AJ « Basic AJ - Basic AJ - Basic AJ
+ 7 element CRPA, . Small, 4 element CRPA * 7 element CRPA, « 7 element - Small size
analog AE . Use with GAS-1 digital AE - Use with ADAP AE - Combined CRPA and AE
- MH-60R/S, AE on AV-8B + Dual freq nulling - Low RCS design - Targeting H-1 & UAS
C/KC-130, HH-60H, + MH-53E as lead, P-8A, . F/A-18E/F, EA-18G Platforms
P-3C, V-22 CH-83E/K, F/IA-18E/F,
EA-18G, EP-3E
GPS Antenna System-1 (GAS-1) Conformal CRPA (C-CRPA)
Controlled Reception Pattern Antenna (CRPA) Antenna Electronics (AE)
Advanced Digital Antenna Production (ADAP) Radar Cross Section (RCS)

Multi-platform Anti-Jam Global Positioning System (GPS) Navigation Antenna (MAGNA)




3D ANTENNA PATTERN

Using Beamforming to avoid the jammer’s signal

Single jammer nulled out Multiple (3) jammers nulied out Beamforming towards a particular satellite
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REAL WORLD SIGNAL AND ELECTRONIC ATTACK SIGNAL

GNSS setup Interferer setup

LO/BB LO/BB

] LO/BB
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AOA CALIBRATION

» Using Vector Analyzer to align
all signal delay.

Rear view

Front view

T  S—

L

i f —
--_-—---l_-:-—----_-
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ANTENNA SETUP ON SIMULATOR

» The antennas are configured with
a distance of half a wavelength,
which is a typical value for multi-
antenna applications.

» For L1 this is equal to 9.5cm.
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GNSS: Antenna Configuration (V1) — X
Display . Top View Front View
Position 0.8 .
. 0.6
3D View
UT o
2
0.2
)
-0.2
-0.4 -2
-0.6
-0.8 -4
-0.6 -0.4 -0.2 02 04 06 08 -4 3 -2 1 0 1 2 3 4
AX AY AZ AHeadin¢ AElevatior ABank
Body Mask Antenna Pattern m /m - /deg /deg Jdeg
A2 OpenSky Isotropic§ 0.095) 0.000 0.000 0.000 0.000 0.000
A3 OpenSky Isotropic  -0.047 0.082 0000  0.000 0.000  0.000
Ad> OpenSky Isotropic  -0.047 -0.082  0.000 0.000 0.000 0.000




TEST SETUP

» Using GNSS Simulator to provide
the real world’s scenario

» Using another Jammer Simulator
to provide “Electronic Attack”
signal.

» Combine these into your CRPA
receiver.

49 Rohde & Schwarz

GNSS Setup Interferer setup

LO/BB  [1/L.2/L5 Interferer ~ LO/BB
| RX4 RX4 ™

ororo o | e .5r‘5r5-§
L1/L2/LS L Interferer
RX1 s RX1
N,
|

l:;'““” b G’)Q Reference planes
} !

Antenna Electronics

-
GNSS Receiver

Common
Trigger

] LO/BB

v

DUT




TEST RESULT

» No any satellite received

ohgiktude
Lahtude
Alhtude

TTEE

Satefites | Y I N
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0.000 m
0.000 =

Sv4

@blox

LEA-MS8T

- —




TEST RESULT

Simple power minimization algorithm

Complex conjugate RX1/SMWRFA [RX2/SMWRFB RX3/SGT1 RX 4/SGT 2
weights

Amplitude (dB) -8.11 772 767
sV3 Phase 0° 49.1° -66.98° -166.2°
[ ) SV4 *calculation of these complex weights is described in the attachment.
SV2 0
Jammer -
< *
RX o i . ;
e Longitude
o atitude ‘1
By h ude
SVA1
o sV5
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