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AGENDA

\4

EW Introduction
Radar System
» Application in the real world

v

» T&M Solutions
— RF Testing DI/OTA
— Multiple RF channels alignement techniques
— Radar Signals Simulation, R&S Pulse Sequencer
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WHAT IS ELECTRONIC WARFARE (EW)?
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ELECTRONIC WARFARE (EW)

» EMSO - Electro-Magnetic Spectrum Operations

— Electronic Attack (EA) — Attacks or degrades an enemy’s electronic systems
o Jamming, can include anti-Radiation Missiles (ARMS)

— Electronic Support (ES) — Passive Intercept and location of an enemy’s Radar signals. ES is more
commonly known as RESM

— Electronic Protection (EP) — Protects allied systems from enemy EA

o Techniques either built into the Radar or Operational Techniques
o Emission Control (EMCON) (ECCM)
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WHY DO WE WANT
TO SIMULATE?

» Real world testing is:
- Expensive
- Uncontrolled
- Not repeatable, logistically challenging
- Unsecure
» Fly-Fix-Fly method is unaffordable

» Simulation is:
- Finite & scalable
- Flexible
- Precise
- Less risky (schedule, scope, cost)
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RADAR WAVEFORMS

» Pulse Radar
» CW (Continuous Wave) Radar

» FMCW (Frequency modulated continuous wave)
» Barker Code
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PULSE RADAR Cr
Range=7

Cos(t = Transmit Signal
\ st T Receive Sig%al
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CONTINUOUS-WAVE RADAR

» Doppler effect
» Stationary not available

<
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CONTINUOUS-WAVE RADAR

f(t), = Transmit Signal
fr i Receive Signal
. L
iR 1D
Tepr
Range X
Velocity V
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LINEAR FREQUENCY MODULATED CONTINUOUS WAVE
RADAR (LFMCW)

fi = Transmit Signal

Oy Receive Sig%al
T
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/B T _C _ fB
= T R = 5 ¥ 7 Tepr
Jrup  Tepi Hub Doppler Effect?
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LINEAR FREQUENCY MODULATED CONTINUOUS WAVE
RADAR (LFMCW)

fQ@)
_A_ T m Transmit Signal
fsweep Receive Signal

Y
VY

v
— |
>
Ter t v,
T fsweep 2 2f sweep 2
= fot fo = + 2y = R+ 2y,

Delta Frequency donated by range and doppler effect

12 Rohde & Schwarz COMPANY RESTRICTED



LINEAR FREQUENCY MODULATED CONTINUOUS WAVE
RADAR (LFMCW)

f(t) . T « Transmit Signal f )
fsw(ee r | Receive Sig%rzll] Upchirp
p “
B {2 o
Downchirp
Iy Tcpr 2Tcpr R

_ T fSWeep 2 szweep 2
—_ + = — = 4+ —
fe1= ft fp —— + )\Vr C T R )\Vr

_ T fsweep 2 2f sweep 2
- + = - = + —
fra= fit fo = L2z g 2y = Hswemp, 2y
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BARKER CODE
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BARKER CODES

HEEERE D
| | | | | |
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Length of Code Elements Peak Sidelobe
codes (n) ration in dB

+-, ++ -6.0
o -9.5
++-+, +++- -12.0
+++-+ -14
S — -16.9
O S S S v -20.8
o+ttt -22.3
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1+1+1+1+1+141=7

Reference :

HEEERE D
1K B

S|Id|ng Window: Modulated pulses

Modulated pulses with Barker code 13 can be generated in real time
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RANGE GATE PULL OFF (RGPO)
VELOCITY GATE PULL OFF (VGPO)
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BREAK LOCK

» After false target has been moved far enough from real target, false returns are turned off
— Causes tracking to be lost (“breaks lock”)

» Radar must restart search and acquisition
— Increases gain / sensitivity
— Takes time

» Target can repeat the RGPO process

?

A

||
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DELAY RETURNS

» False returns are progressively delayed

» High amplitude of false returns decreases radar sensitivity
— Prevents radar from detecting real target returns

» Target appears to be moving further away
— Moves outside of real target range gate

Ll L |
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RANGE GATE PULL IN

» RGPO normally creates targets that are
farther away than the real target

— Deceptive returns are delayed
— Arrive after real returns

» If the radar has a fixed pulse repetition
interval (PRI), deceptive returns could be
sent so they arrive before real returns

» Target appears to be moving towards radar
— Called range gate pull in

20 Rohde & Schwarz
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DOPPLER RADAR

» Radar returns are frequency-shifted
(Doppler effect) by target movement

— Can be used to determine target velocity
» Two types of Doppler radar:

— Pulsed Doppler (often used to detect low
altitude targets)

— CW (often used for missile guidance)

» Doppler radars create a “velocity gate”
(similar to range gates)

— Once target is acquired, signals with
velocity outside this range are filtered out

21 Rohde & Schwarz
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VELOCITY GATE PULL OFF (VGPO) - OVERVIEW

» Jammer sends high power signal with same frequency as (Doppler-shifted) real returns
— Captures the velocity gate

» Slowly shifts frequency to simulate change in target velocity

— VGPO can easily pull in either direction
» When velocity gate is far enough from the real target gate, jamming is turned off
» Target lock is lost and radar must restart the acquisition process

— Difficult or impossible in some scenarios
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VELOCITY GATE PULL OFF (VGPO) - WALK THROUGH

f)
AU ARRLA UL A AR R LU AL
prmpe— A MM *‘
amplitude

‘ ‘ ‘ ‘ O

L L AL AL LML)
velocity (moving away) O A A A A A A
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TEST & MEASUREMENT SCENARIO
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TEST SCENARIO
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TYPICAL RWR ANTENNA INSTALLATION,
AS SHOWN ON THE U-2R AIRCRAFT

Note:
4 Wing-tip antennas

Mounted at look angles of:
RWR Antennas 450, 1350, 2250, and 315°

Source — Wikimedia, under the Creative Commons Attribution 2.0 Generic license
26 Rohde & Schwarz Used with permission, original © Michael Pereckas COMPANY RESTRICTED



RWR APERTU RES Vs = Integrated Avionics Suite —~4
ON TH E F-35 o5 e Full Spherical Coverage by Distributed Aperture System (DAS)
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THREATS MODELLING

Threat models can be very detailed, very complex representations of real-world signals
» Some threat models include data such as:

Mission data
Signature
Object data

Geospatial

Scenario
Building

Waveform g i

0 0 igital O

information & e Outout
descriptors

Association

Modal

relationships
EM

Emissions
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|Q and PDW

HOW DO YOU REPRESENT A WAVEFORM?

1Q

» Digital Baseband

» Exact waveform — data intensive
» Plays back everything

— Includes off-time of signal

29 Rohde & Schwarz

PDW

>
>

Representative waveform (idealized)
Great for long scenarios

— Avoids saving and storing “off-time”
— Data-efficient

THE language for radar systems and
components

Allows for easy comparison to stored radar
characteristics and ID and classification

Need a PDW — RF signal generation platform
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WHAT IS AN EMITTER?

An emitter is a compilation of waveform characteristics and physical characteristics that

manifest as an RF characteristic

o Af

» Elevation

* Azimuth
Pulses and Antenna Antenna Beam specific
sequences diagram Scan(s) offsets

30 Rohde & Schwarz

)

et

Mode Map and
changes trajectories

Emitter
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AMPLITUDE COMPARISON - MONOPULSE

antenna 1 R
boresight /—7 Antenna 2
boresight
P
- 2
AoA =tan"1-=
Py
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Multiple RF Sources

ADDING ANGLE OF ARRIVAL

Adding Angle of arrival to multi-channel receivers increases test complexity

» Each emitter needs to present a different phase and amplitude of the same signal to
each DUT input

A, AA, At

Ag, AA, At

Ag, AA,, At
A, AA, At
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RF TEST SOLUTIONS
OTA OR DI
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TEST SOLUTIONS

Dl and Over-the-Air AEEEEEEEEEEEEEEENEEEEENEEEEEENEEENg

RF
Reflector

i~

X

RF Cabling
to Antenna

RF Cabling to DUT/SUT RF

Generation
Source

RF
Generation
Source

. Anechoic Chamberg
EEEEEEEENEEEEEEEEEEEEEEEEEEEEEERm
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BENEFITS OF OVER THE AIR?

» Ideal for situations with limited test port access

RF
Reflector

» Ideal for small functional tests with few emitters
— Operational testing
- Response testing

» Reduced testing and RF complexity

RF Cabllng
to Antenna

RF
Generation
Source

. Anechoic Chamberg
EEEEEEEENEEEEEEEEEEEEEEEEEEEEEERm
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BENEFITS OF DIRECT INJECTION

DIl versus OTA?

RF Cabling to DUT/SUT

36 Rohde & Schwarz

RF

Generation
Source

|

Scalable
— Can simulate multi-emitter scenarios
- More ports = more test equipment

Flexible

- Can operate infinite variations of environment,
geometries, movement profiles

Secure
— Very little radiated emissions — shielding excellent

Repeatability
- Excellent test to test parameter accuracy

- Can make minor changes to scenario to flesh out key
SUT/DUT effectiveness parameters
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ALIGNMENT OF MULTIPLE RF CHANNELS IN AMPLITUDE, PHASE,
AND TIME

COMPANY RESTRICTED



BASICS OF DIRECTION FINDING
AMPLITUDE MONOPULSE ANGLE OF ARRIVAL (AOA)

RWR Antenna Diagrams
g » Amplitude Monopulse DF

requires 2 or more spatially Q
separated receiver channels :
» Overlapping directional antenna
diagrams with gain, based on BL
the bearing of an emitter _
» From sum and difference signals 450 45°  Bearing

of the normalized amplitudes,
the bearing can be calculated

A Amplitude

4" '3.dB beam width > sector

\ 4

- 2 and A channels
AoA relative to
antenna 1 boresight

Amplitude
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BASICS OF DIRECTION FINDING
AMPLITUDE MONOPULSE ANGLE OF ARRIVAL (AOA)

Amplitude Monopulse Angle of Arrival (AoA) — Part Il

2

o

RWR Antenna Diagrams
Amplitude

» Amplitude Monopulse DF
requires 2 or more spatially
separated receiver channels

» Overlapping directional antenna
diagrams with gain, based on BL
the bearing of an emitter

: : —
sk » From sum and difference signals 450 45°  Bearing

of the normalized amplitudes the
bearing can be calculated

» Techniques is often used in
RWR due to its fast & easy
implementation in DSP, but the
downside is a somewhat
inaccurate measurements

Rohde & Schwarz COMPANY RESJRICTED

- 2 and A channels
AO0A relative to
antenna 1 boresight

Amplitude

time



BASICS OF DIRECTION FINDING
PHASE MONOPULSE ANGLE OF ARRIVAL

A, =—dsin0

Q@ @V ®? - RWRPlatform eg.
s ANEhna A'kray Aircraft
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MEASURING AND CORRECTING AOA ON SIGNAL
GENERATORS Reference plane: We need to know the simulated

phase/amplitude/time difference here.

instrument
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USING VECTOR NETWORK ANALYZER TO CALIBRATE AOA

Pros Cons
» Wide frequency range » Requires vector error correction — an added
» Measure amplitude, phase and time w/group step but has many benefits

delay

» High dynamic range allows phase calibration
at lower power levels

» Flexible calibration plane
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VECTOR CORRECTED WAVE RATIOS FOR MULTI-PORT
STIMULUS

» The VNA s no longer used for traditional S
Parameters

» The source on the VNA is de-activated

Reference Plane

» The multi-port stimulus simultaneously drives
all VNA ports

» Ratio measurements are conducted on the b |
receivers of the VNA

Multi-Channel EW Stimulus
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R&S PULSE SEQUENCER
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WHAT IS A PULSE DESCRIPTOR

WORD?

eeeeeeeeeeeeeeee . Time

» Fully characterizes an RF Pulse.

TOA
Frequency
Level
Phase
Modulation

45 Rohde & Schwarz
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Time (us)

Pulse Amplitude vs. Time




PDW CONTENT
ENABLING REALISTIC SIGNALS IN A PULSE DESCRIPTOR WORD

ngal defined by pulse parameters \

Pulse 1

\_

Sequencing list .~

)
. . E long
Time Mode | PW Attenuation | Offset Offset | MOP | rate =
f = off time
requency | phase c
< __*_ _m
Q
01s 0.2s 0.3s 1s  11s 12s 13s 14s Ume
0.1s RT 0.2s 10dB -1 MHz Odeg LFM 1 MHz/us 5 ' '
c
1s RT 0.4s 3dB 0 Hz Odeg LFM 1 MHz/us S 3
o
58 Q ‘ ‘ ‘ time
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Amplitude vs. Time

ARCHITECTURAL CONSIDERATIONS

» Pulse-on-Pulse in the ANALOG domain

» Pulse-on-Pulse in the DIGITAL domain

Amplitude (V)
o o o
o N e [}
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PULSE-ON-PULSE IN THE ANALOG DOMAIN

» External combination of multiple RF signal sources

» Benefits: \

— Higher dynamic range
— Wider bandwidth coverage I\ \
|

|
» Drawbacks: /j \f H '\ / l !
- SWAPC (Size Weight Power Cost) |\ |

— Time alignment of pulses at the RF combiner output

U
—
COMPA
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PULSE-ON-PULSE IN THE DIGITAL DOMAIN

» Digital combination of multiple baseband signals

behind a single RF channel \
» Benefits:
- SWAPC \

— Time alignment of pulses at the RF combiner
output

» Drawbacks:
— Limited dynamic range
— Narrower bandwidth coverage ’

EERERES
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R&S PULSE SEQUENCER
INTRODUCTION

[ racs pulse Sequencer RF V2.8 Build: 8901 [RF]

R&S®PULSE SEQUENCER
RF
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Workspace Configure  Tools

m +

Sove Mew  losd + Manage
@@ .-

Repositaries

Repository

Add Scenario

Comment

w 8 NCSISTDEMO

Scenarios

Scenario 1
FMCWup_down
Scenario 3
Scenario 4
Scenario 5
Scenario 6
Scenario 7
BARKER
B FMCW Rotate
W - Platform Types
& Platform 1
Emitter Types
B Emitter 1
W i Antenna Patterns
8 Receiver Antenna 1
Antenna 1
¥ D Antenna Scans
18 Antenns Scan 1
w ¥ DF Receiver Types
8 Receiver 1
= o Sequences
FMCWup
B FMCWup_down
FSK
Baker
- A Pubses
& FMCWup
Fs32
FMCWdow
baker
w ¥ Weveforms & importe.
cwot
@ Muttitone01
Inter-Pulse Mods (0)

127.0.0.1:5025

ARB Tools

av

Window  Help
Wizard  Composer  Signal Generators

[0 sceens2

M saeens1

Cd

Control Panel

[ sceensz [0

2

Message Log  SCP1 Log

Screensd

;s B R

Settings  Examples  SDK

Documentation  Online Help

Sereenshot

Sequence Type

" oA v +
Element Type Pulse/Waveform
Putse I E—

Putse - FMCWdown

v, 2D Direction, P
< o

‘Sequence: NCSIST DEMO -> FMCWup_down

Settings

- 2
- 2

OF System

Phase Mode

Absolute

Repetitions | Settings

) C e

1 @

%, Live Positions

FMOW Rotate

#_0O|x

Timing Mode

- PR r

M Marke
#sac | #0
#suic | P

inding: NCSIST DEMO -> FMCW Rotate

veposiion @ b H M

Zoom Center

et

e

aviour =8

0

400m 1000m 800m

e Receiver
A Receiver 1

sequence
- FMCWup_

330"

600m

40m

L

Q v largehems North B.2m

N

Nl

00m AAm

Receiver 1
Receiver/Arc
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PULSE SEQUENCER

. o Af
‘ EI—) * Elevation (—B
) * Azimuth ] =T
Pulses and Antenna Antenna Beam specific Mode Map and )
sequences diagram Scan(s) offsets changes trajectories Emitter
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R&S PULSE SEQUENCER
CREATING PULSES (MODULATION ON PULSE)

= Pulse: New_2020-08-317190219 -> Pulse 1

Pulse 1
Timing Level MOP MOPRange Marker
ﬁ Modulation on Pulse
Enable &

Comment

ﬁ MOP Type Linear Chirp

Type Up
Deviation (+/-) 5 MHz

Total Deviation = 10 MHz

—) Data Source and Filter

Data Source N
v

Coding N

Filter N

52 Rohde & Schwarz

Comment

inear Chir|
AM v} P Modulation on Pulse

FM L Enable
Chirp  * | Comment
Phase *  Barker MOP Type =
Vector *  Poly Phase Type |OQPSK
Noise Custom Phase Symbol Rate | 2 Mz
Plugin BPSK
QPSK
8PSK

iii

Data Source: New_2020-08-31T190219 -> Data 1

Data 1
Comment
=@ & o [}
No Type Mode Bits Config
1 PRBS ~ PRBS 23 1 - <4
Pattern
User

Data Sources can
be assigned
names and used
throughout PS.

PRBS, Pattern,
User Lists
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R&S PULSE SEQUENCER |
ANTENNA VISUALS 2D, 3D Visuals

I = 3D Antenna: New_2020-08-317190219 -> Antenna 1

Visualization Tools Info
Min Level -60 dB - = Antenna  Antenna 1
Polarization Co-Pol Frequency

1" = Antenna Pattern: New_2020-08-31T190219 -> Antenna 1

Antenna 1

Comment

020-08-31T190219 -> Antenna 1 a_Mx
Visualization
Plot Type
~‘. Polar
Cut
Z-Rotation | 0° X-Rotation | 0° XY (Azimuth)
Polarization

{ Co-Pol

Type Sin(x)/x v 3D 2D

. . . Minimum Level
Polarization  Vertical E

60 dB
Simulate Back Lobe Show 3d8 Line e’

N - HPBW
Attenuation | 30 dB Type |Mirror v ( 1.99

) = Tools

Parameters =
HPBW
Azimuth | 2°

Elevation @ 2°
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R&S PULSE SEQUENCER

ANTENNA SCAN PATTERNS

= Antenna Scan:

Comment

Scan Type
Parameters

Scan Rate

Direction

Rate

Rate

New_2020-08-31T190219 -> Antenna Scan 1

Antenna Scan 1

Circular v 3D

Sector

Raster

Conical

Helical 45
Spiral

Lobe Switching

Sine

Custom

Lissajous

TrTT—T

Palmer Scan

20 Hz Squint Angle 3 °

gre 15 ©

3D Simulation of Scan
A_MX

2 = 3D Scan View: New_2020-08-31T190219 -> Antenna Scan 1

Simulation Period Visualization Info
1s (RT = 20.001 s) Scan Line Antenna
@ Pattern -60 dBm S
HPBW 50
N Z

Default
Raster
Scan

Gaussian (as dummy)
Antenna Scan 1

¥
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R&S PULSE SEQUENCER

CREATING EMITTERS

New Emitter

~ ok New 2020-08-31T190219
~ g Scenarios
® Scenario 1
¥ Platforms
v U0 Emitter Type
® [mitter 1
> "1’ Antenna Patterns
> ©@ Antenna Scans
> "¢ DF Receivers
> = Sequences
> Ji- Pulses
> 7 Waveforms & Imported...
> ill Inter-Pulse Mods
> ] Data Sources
> % Generator Profiles
*d Plugins
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e
>

Emitter: New_2020-08-31T190219 -> Emitter 1

Emitter 1

Comment

ERP | 120 dBm o

Frequency | 3 GHz

Emitter Modes

Mode 1

* Ant. Pattern | Antenna 1 V= sp

>

Type Sinc Model
Frequency NJA

Scan |Antenna Scan 1 3D

Type Raster Scan

Mode 1 Beam Definitions

>

1

Sequence |Sequence 1
Offsets
Frequency | O Hz
Elevation | 0°

Azimuth | 0°

2D

Multi-Mode
Emitters are
Supported

A X
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R&S PULSE SEQUENCER
CREATING EMITTERS - PLATFORMS

» Option K302 enables the simulation of ‘Platforms” with up to
8 Emitters on board.

» The signals from all of the emitters are precisely calculated
according to their position on the platform and relative to the
receiver.

Rader 3 Radar 2

A

56 Rohde & Schwarz COMPANY RESTRICTED



R&S PULSE SEQUENCER
CREATING EMITTERS - PLATFORMS

Pulse Sequencer software screenshot

4 = Platform: New_2020-08-31T190219 -> Platform 1 \
2
Platforms > New Platform 1 7
Comment
v & New_2020-08-31T190219 )
v @ Scenarios
® Scenario 1 ! )
W Emitters roperties of selecte X
Y] f New . =2 | # 2 0 Preview 80 2D Properties  Blank ranges
> ‘D Emitter Type
> “1" Antenna Patterns No | Alias Name Type Emitter type  [Emitter 1 ¥ ®
> & Antenna Scans o1 Platform Emitter 1 Emitter 1 Elevation | 0 °
ne i Azimuth | 90
i DF Receivers 2 Platform Emitter 2 Emitter 1
> % Sequences Roll | 0°
" 3 Platform Emitter 3 None
> Ji- Pulses Attitude Auto away from origin
> ¥/ Waveforms & Imported... Y (Heading) | 0m
il Inter-Pulse Mods x lom
> E Data Sources Height | 0m
v/ & Generator Profiles '
Radius | O0m
® Gen1 Aute |
) Angle | 0°
% Plugins
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R&S PULSE SEQUENCER

SCENARIO TYPES

Single Sequence

Sequence#1

eeeeeeeee
. i)

Sequence Collection

Waveform Ge

Single Emitter

et /

nnnnnnnnnnnnnnnnn

Emitter
Sequence Antenna___ Antenna Scan

Receiver
Antenna

Collection of Emitters

Multi Segment Waveform

Sequencing

........

Waveform Generator
wavets —.ﬂJW\[JU'lﬂ_
-

Localized Emitters — 2D Map
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[rwn]fe=](G | T fe=][ O || e ] HAR
...................... \ Recolver Waveform Generator Emittert2 C:D

I || S A L I | | S e (KO 1
S E———— g
][ © ) O ] ][ © 1[ < 1 |~ A
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R&S PULSE SEQUENCER
SCENARIO TYPES - DF / AOA EXAMPLE
A

the ch I
/2 H
St
\>

<

4

Relative time delay
between the ch I

Relative phases between
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R&S PULSE SEQUENCER
SCENARIO TYPES - DF / AOA EXAMPLE

DF Receiver Waveform Generator ‘1" Receiver 2D: -» Receiverl E\@
Antenna#1
Q o) ,_/_\J\WJ_”I Antenna positioning for receiver 'Receiver 1'
Antenna#2 Headlng
Emitter Waveform Genera tor 120° 55 60°
Sequence Antenna Antenna Scan O O
— ~ - .
WaVITHILIE C(;D — ”|_ Antenna i#3 » .
Waveform Generato
Map
E Pl TN

The direction finding Scenario simulates a
receiver with up to 10 antennas on a 2D map

The individual signals of each receive : ;44 |
antenna are simulated to enable the receiver S e 00
to locate the position of the emitter. 270°
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R&S PULSE SEQUENCER

SCENARIO TYPES - DF / AOA EXAMPLE

Assigned signals to respective RF output

Generator Profiles

Profile Path

© @ DF GEN (SMW 2004, 101078)
RF A (6 GHz)
RF B (6 GHz)

I/Q OUT 1 (5GS+SGU 20 GHz)

/QOUT 2 (SG5100A12.75 GHz)

Connection diagram
REFIN ()
— REF OUT G); (Master) @ RF A (6GHz)
USER 4 (G SM:“FZGUEU:
USER 5 (O}
HQOUT L (G

1/QouT2 (),

rom % SGS+SGU Q RF (20 GHz)
em G /

REFLOIN (5
n k_ (Q RF (12.75 GHZ)
o (&) .

i @ RFB (5GHZ)

Receiver Signals

Threat Radar

Threat Radar

Threat Radar

Threat Radar

4 channel test setup

61 Rohde & Schwarz

Radar
trangjgni.tter

—— DF receiver with
4 antenngs

300°
Tllréat-ﬂ@_dar“
Cq
80 dBmi-. <
5 GHz
270°
2402 1200
210% . <1500

180°
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R&S PULSE SEQUENCER
SCENARIO TYPES - 2D MAPS

1 Option K309 enables the ability to import 2D Maps
= More realistic scenarios
= Use Lat/Long coords for trajectories

Visualization

nnnnnnn
nnnnn
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CONCLUSION
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EW TEST & MEASUREMENT SOLUTIONS

» In modern defense and security applications,
Electronic Warfare, Military Communications,
and RADAR systems play a crucial role in
maintaining operational superiority.

» Effective test and measurement solutions
ensure these systems perform reliably under
real-world conditions.

» With the increasing complexity of threats,
advanced testing methodologies—such as real-
time signal analysis, adaptive jamming
techniques, and precision RF measurement
tools—are essential for mission success.
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